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Network Layout

The layout of the network during the tests is as shown below where Fedora 1 and Fedora 2 are virtual
machines running in Hyper-V and static IP addresses 192.168.0.50 and 192.168.0.51 are assigned
respectively to the virtual machines. All computers in the network are capable of accessing the internet
through the Cisco DPC3825 modem.

Virtual machines running in Hyper-V

S
(]
g %
192.168.0.49 Fedora 2
Hyper-V Server 192.168.0.51

SSH client

Cisco DPC3825 Modem

Figure 1 - The network layout
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Server Setup

Before running any of the IP blocking tests, the server environment needs to be configured. The steps to
configure the server are covered below.

Click on the Applications menu on the top left hand corner and select System Tools/Terminal

IE; l Places System Q} |b _‘/

LL‘Q,’ Accessories

]
(=4 Games

‘{s Graphics

@ Internet
ﬁj Office

=T Programming

VOV VYV VYV VY

&@ Sound & Video

...a‘ 0l : n Automatic Bug Reporting Tool

() CD/DVD Creator

a Disk Usage Analyzer

| Disk Utility

File Browser

SELinux Troubleshooter

System Monitor

8@ [

Figure 2 - Launching Terminal

Once the terminal window appears, type and execute the following commands:

su

<Your root password>
chmod +x ./block-ip5.sh
./block-ip5.sh

Figure 3 - Making the script executable and running the script

Specify 3 as the blocking threshold and 30 as the blocking duration in minutes.

C8006 Assign 3.docx Page 4 of 15



COMP 8006 — Assignment 3

The script will add an entry in crontab to run this script one minute later before quitting.

File Edit ¥Yiew Terminal Help

[macs@localhost ~]% su

Password:

[root@localhost macs]# cd Desktop/S

[root@localhost Desktop]# chmod +x . /block-ip5.sh
[root@localhost Desktop]# ./block-ip5.sh

Specify blocking threshold 3

Specify time interval {(minutes) 30

Script will start running in the next minute
[root@localhost Desktop]# cat fvar/spoolfcron/root
#¥/1 % * * % Sfhome/macs/Desktopsblock-ip5.sh

#¥/1 * * * % Shinfsed -1 'S *block-ip5.sh.*/ d' 'SvarSspool/cron/root
[root@localhost Desktop]# I

Figure 4 - Specifying the blocking threshold and blocking duration
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Ensure that the block-ip5.sh script is running one minute later by executing the following command in

terminal;

pPs aux | grep block-ip5.sh

Figure 5 - Show all processes even ones without controlling terminals and the user running each process that

contain the string “block-ip5.sh”
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r macs@localhost:/home/macs

BEE)

File Edit Wiew Terminal Help

[macs@localhost ~]% su

Password:

[root@localhost macs]# ps aux | grep block-ip5.sh
root 13782 0.8 0.0 2832 1016 7 Ss
e/macs/Desktop/block-ip5.sh

root loa7e 8.8 0.8 4204 708 pts/3 R+
sh

[root@localhost macs]# I

13:38

14:30

0:08 fbinfssh -c JShom

B:00 grep block-ip5.

Figure 6 - block-ip5.sh listed in ps meaning the script is running

Server Clean Up

Max Chung
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Following the tests, the server environment needs to be reverted to its previous configuration.

Open terminal and execute the following command:

pPs aux | grep block-ip5.sh

Figure 7 - Show all processes even ones without controlling terminals and the user running each process that

contain the string “block-ip5.sh”

C8006 Assign 3.docx

Page 6 of 15



COMP 8006 — Assignment 3

Wﬁi acs@localhost:/home/ma

BEE)

File Edit Wiew Terminal Help

[macs@localhost ~]% su

Password:

[root@localhost macs]# ps aux | grep block-ip5.sh
root 13782 0.0 0.0 2832 1016 7 Ss
e/macs/Desktop/block-ip5.sh

root 19878 8.8 0.8 4204 708 pts/3 R+
sh

[root@localhost macs]# I

13:38

14:30

0:08 fbinfssh -c JShom

B:00 grep block-ip5.

Figure 8 - block-ip5.sh listed in ps meaning the script is running

This will determine the process identifier for the process running block-ip5.sh

Execute the following command in terminal to kill the process:

Max Chung
A00743631
Set 6D

su
<Your root password>
kill -9 13447

Figure 9 - Send SIGKILL (9) signal to process 13447 to end the process

Ensure that block-ip5.sh is no longer running by executing the following command in terminal:

Ps aux | grep block-ip5.sh

Figure 10 - Show all processes even ones without controlling terminals and the user running each process

that contain the string “block-ip5.sh”
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=) macs@localhost:/home/macs == E)
File Edit Wiew Terminal Help
[macs@localhost ~]% su ::
Password:
[root@localhost macs]# ps aux | grep block-ip5.sh
root 13782 0.0 0.0 2832 1016 7 Ss 13:38 B:88 fbinfsh -c Shom

root
sh

root
sh

e/macs/Desktop/block-ip5.sh

19670 0.0 0.0

19289 0.0 0.0

[root@localhost macs]# I

4204

4204

700 pts/3

[root@localhost macs]# kKill -9 13782
[root@localhost macs]# ps aux | grep block-ip5.sh
704 pts/3

R+ 14:30

5+ 14:33

B:00 grep block-ip5.

B:00 grep block-ip5.

Figure 11 - block-ip5.sh is no longer listed in ps meaning the script has terminated

Test Cases

Rule | Test Description Tools Expected Result Pass/Fail
# Used
1 Four failed login attempts | sshd The failed login attempts Pass. Detailed
over a four day time span | ssh will exceed the blocking results are
crontab threshold so the script attached.
iptables adds an iptables rule to
block the IP address, and a
crontab rule to remove the
iptables rule and the
crontab rule itself after 30
minutes has passed
2 Three failed login sshd The first three failed login | Pass. Detailed
attempts followed by one | ssh attempts will be ignored by | results are
successful login followed | crontab the script because of a attached.
by three failed login iptables successful login and the
attempts three failed login attempts

after that will not exceed
the blocking threshold so
the script does not block

the IP address
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Test Case 1

The following test was run to see if failed login attempts spaced out over time are detected by the script
and blocked by doing a failed login attempt a day for four days.

After the fourth unsuccessful login attempt, further login attempts timed out.

File Edit WYiew Terminal Help

[macs@localhost ~]% date

Mon Mar 5 ©01:39:22 PST 2012
[macs@localhost ~]% ssh 192.168.0.50
macs@l9Z2.168.0.50"'s password:
Permission denied, please try again.
macs@l92.168.0.50"'s password:

[macs@localhost ~]% date

Tue Mar 6 01:48:10 PST 2012
[macs@localhost ~]% ssh 192.168.0.50
macs@l92.168.0.50"'s password:
Permission denied, please try again.
macs@l92.168.0.50"'s password:

[macs@localhost ~]% date

Wed Mar 7 01:40:50 PST 2012
[macs@localhost ~]% ssh 192.168.0.50
macs@l92.168.0.50"'s password:
Permission denied, please try again.
macs@l9Z2.168.0.50"'s password:

[macs@localhost ~]% date

Thu Mar & 01:41:29 PST 2012
[macs@localhost ~]% ssh 192.168.0.50
macs@l92.168.0.50"'s password:
Permission denied, please try again.
macs@l92.168.0.50"'s password:

[macs@localhost ~]% date

Thu Mar & 01:41:54 PST 2012

[macs@localhost ~]% ssh 192.168.0.50

szh: connect to host 192.168.0.50 port 22: Connection timed out
[macs@localhost ~]% I

Figure 12 - Login attempts blocked after four unsuccessful tries
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Further examination showed that the script added an iptables rule to drop all packets from the client IP
address, a crontab entry to remove the iptables rule and the crontab entry itself after 30 minutes has

passed, and an IP banned event in /var/log/secure.

File Edit Yiew Terminal Tabs Help

macsi@localhost:/homefmacs/Desktop ¥ | macs@localhost:/homefmacs

[macs@glocalhost ~]1% su
Password:

[root@localhost macs]# date

Thu Mar 8 13:43:17 PST 2012

[root@localhost macs]# cat fvarfspoolScron/root

#4430 * # * * Sfepinfiptables -D INPUT -s 192.168.08.51 -j DROP && Sbin/fsed -1
192.168.0.51.%/ d' 'Jvar/spool/cron/root’
[root@glocalhost macs]# iptables -L

Chain INPUT {policy ACCEPT)

target prot opt source destination
DROP all -- 192.168.0.51 anywhere

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT {policy ACCEPT)
target prot opt source destination
[root@localhost macs]é

R

Figure 13 - iptables rule and crontab event created to block offending IP address and to remove the iptables

rule and the crontab rule itself after 30 minutes
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File Edit Wiew Terminal Tabs Help

macs@localhost:/home/m... 3  macs@localhost:fhomefm... 3 | macs@localhost/home/m... 3
[root@localhost macs]# cat fvar/logfsecure

Mar 5 13:39:31 localhost sshd[13831]: pam unix{sshd:auth}: authentication failu
re; Llogname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.0.51 user=macs

Mar &5 13:39:32 localhost sshd[13831]: Failed password for macs from 192.168.0.5
1 port 56534 ssh2

Mar 5 13:39:35 localhost sshd[13832]: Connection closed by 192.168.0.51

Mar 6 13:40:18 localhost sshd[13922]: pam unix{sshd:auth): authentication failu
re; Llogname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.0.51 user=macs

Mar 6 13:40:20 localhost sshd[13922]: Failed password for macs from 192.168.0.5
1l port 56537 ssh2

Mar 6 13:40:22 localhost sshd[13923]: Connection closed by 192.168.0.51

Mar 7 13:40:56 localhost sshd[13992]: pam unix{sshd:auth}: authentication failu
re; Llogname= uid=0 euid=0 ftty=ssh ruser= rhost=192.168.0.51 user=macs

Mar 7 13:40:57 localhost sshd[13992]: Failed password for macs from 192.168.0.5
1 port 56540 ssh2

Mar 7 13:40:59 localhost sshd[13993]: Connection closed by 192.168.08.51

Mar & 13:41:37 localhost sshd[14073]: pam_unix{sshd:auth}: authentication failu
re; Llogname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.0.51 user=macs

Mar 8 13:41:39 localhost sshd[14872]: Failed password for macs from 192.168.0.5
1 port 56543 ssh2

Mar & 13:41:42 localhost sshd[14074]: Connection closed by 192.168.0.51

Mar 8 13:41:42 localhost sh [14089]: Banned IP address 192.168.0.51 for 4 conse
cutive failed password attempts

[root@localhost macs]#

Figure 14 - Banned IP address event created in /var/log/secure
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After 32 minutes has passed, the crontab rule removed the iptables rule and the crontab entry itself.

File Edit Yiew Terminal Tabs Help

macsi@localhost:/home/macs/Desktop 3 | macs@localhost:/homefmacs b4

192.168.08.51.%/ d' 'fvar/spool/cron/root’ A
[root@localhost macs]# iptables -L

Chain INPUT {policy ACCEPT)

target prot opt source destination
DROP all -- 182.168.8.51 anywhere

Chain FORWARD ({policy ACCEPT)
target prot opt source destination

Chain OUTPUT {policy ACCEPT)

target prot opt source destination
[root@localhost macs]# date

Thu Mar 8 14:15:84 PST 2012

[root@localhost macs]# cat fvarfspoolScron/root
[root@localhost macs]# iptables -L

Chain INPUT {policy ACCEPT)

target prot opt source destination

Chain FORWARD ({policy ACCEPT)
target prot opt source destination

Chain OUTPUT {policy ACCEPT)
target prot opt source destination
[root@localhost macs]# I

Figure 15 - iptables rule and crontab event removed after the blocking duration elapsed

Since the script successfully detected and blocked an IP address after exceeding the failed password
threshold and unblocked the IP address after the block time duration has elapsed, the test passed.

C8006 Assign 3.docx Page 12 of 15



COMP 8006 — Assignment 3

Test Case 2

Max Chung
A00743631
Set 6D

The following test was run to see if successful login attempts wipe the history of any previous failed
login attempts for that IP address by doing three failed login attempts followed by one successful login

followed by three failed login attempts.

After one successful login, the histories of the previous three failed login attempts are forgotten so the

user can attempt to login another three times.

File Edit ¥Yiew Terminal Help

[macs@localhost ~]% date

Thu Mar & 14:23:21 PST 2012
[macs@localhost ~]% ssh 192.168.0.50
macs@l92.168.0.50"'s password:
Permission denied, please try again.
macs@laZ2.168.0.50"'s password:
Permission denied, please try again.
macs@l92.168.0.50"'s password:

[macs@localhost ~]% ssh 192.168.0.50
macs@l92.168.0.50"'s password:

Last login: Thu Mar & 14:22:26 2012 from 192.168.0.51
[macs@localhost ~]% exit

logout

Connection to 192.168.0.50 closed.
[macs@localhost ~]% ssh 192.168.0.50
macs@l92.168.0.50"'s password:
Permission denied, please try again.
macs@l92.168.0.50"'s password:
Permission denied, please try again.
macs@l92.168.0.50"'s password:

[macs@localhost ~]% I

Permission denied (publickey.gssapi-with-mic,password}.

Permission denied {publickey,gssapil-with-mic,password).

Figure 16 - Successful login removes history of the previous three failed login attempts
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Further examination showed that the script did not add any iptables rules nor crontab entries and there

are no IP banned events in /var/log/secure.

macs@localhost: /hoame/macs

File Edit ¥Yiew Terminal Help

[macs@localhost ~]% su

Password:

[root@localhost macs]# date

Thu Mar & 14:25:35 PST 2012

[root@localhost macs]# cat SvarSspoolScron/root
[root@localhost macs]&# iptables -L

Chain INPUT {policy ACCEPT)

target prot opt source destination

Chain FORWARD {(policy ACCEPT)
target prot opt source destination

Chain OUTPUT {policy ACCEPT)
target prot opt source destination
[root@localhost macs]# I

Figure 17 - No iptables blocking rules nor crontab events created by the script
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macs@localhost: /home/macs

File Edit Wiew Terminal Help

[macs@localhost ~]% su

Password:

[root@localhost macs]# cat Svar/Llog/fsecure

Mar & 14:23:40 localhost sshd[17837]: pam unix{sshd:auth): authentication failu
re; Llogname= uid=0 euid=0 tiy=ssh ruser= rhost=192.168.0.5%1 user=macs

Mar 8 14:23:42 localhost sshd[175837]: Failed password for macs from 192.168.0.5
1l port 56264 ssh2

Mar 8 14:23:45 localhost sshd[17837]: Failed password for macs from 192.168.0.5
1 port 56264 ssh2

Mar 8 14:23:48 localhost sshd[175837]: Failed password for macs from 192.168.0.5
1l port 56264 ssh2

Mar 8 14:23:48 localhost sshd[17838]: Connection closed by 192.168.0.51

Mar & 14:23:48 localhost sshd[17&837]: PAM 2 more authentication failures; Llogna
me= uid=0 euid=0 tty=ssh ruser= rhost=1%2.168.0.51 user=macs

Mar 8 14:23:53 localhost sshd[17860]: Accepted password for macs from 192.168.0
.51 port 56265 ssh2

Mar & 14:23:53 localhost sshd[17860]: pam unix{sshd:session): session opened fo
r user macs by {uid=0}

Mar & 14:23:55 localhost sshd[17860]: pam unix{sshd:session): session closed fo
r user macs

Mar & 14:23:59 localhost sshd[17898]: pam unix{sshd:auth): authentication failu
re; Llogname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.0.51 user=macs

Mar 8 14:24:02 localhost sshd[17890]: Failed password for macs from 192.168.0.5
1 port 56266 ssh2

Mar & 14:24:04 localhost sshd[17890]: Failed password for macs from 192.168.0.5
1 port 56266 ssh2

Mar 8 14:24:07 localhost sshd[17890]: Failed password for macs from 192.168.0.5
1 port 56266 ssh2

Mar & 14:24:07 Llocalhost sshd[17891]: Connection closed by 192.168.0.51

Mar 8 14:24:07 localhost sshd[175908]: PAM 2 more authentication failures; loagna
me= uid=0 euid=0 tty=ssh ruser= rhost=192.168.0.51 user=macs

[root@localhost macs]# JJ

Figure 18 - No banned IP address event created in /var/log/secure
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Since the script ignored the first three failed login attempts after a successful login, the test passed.
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